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Problem Definition
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df=pd.read_csv('creditcard.csv’)
print(df.shape)

Dataset

2843807 31
IndexC[ Time™; ‘N1%; WN2%; VW35 *vaAt; "W5%; W6 ; WZ'; V8, °V9t; ‘Vie®;
. . "NARTL, NE2Y ., TWAST, V34T NS, N6 S, TWI7ZY, WSS, . TNI9 Y, TUN2e,
Credit Card Fraud Detection (kaggle.com) 'W21'. *V22'. 'V23'. "V24'. 'V25'. ‘V26'. ‘V27'. 'V28', "Amount’,
*Class'],
dtype="object’)

ER—EEANEESTEHMERE, labeliBiZiE AFERMER, H28BEHh A ELRZE|500%, R4T
B E$r90.172%

creditcard.csv (150.83 MB) ey
. » P "
prlnt( Class:\n ) Detail Compact Column 10 of 31 columns v
print(df[‘'Class’].describe())
print(df['class':.value_counts()) # Time = &W =  #Vv2 =  #v3 =  #v4 = Vs
Number of seconds may be result of a PCA
Class: elapsed between this Dimensionality reduction
transaction and the first to protect user identities
transaction in the dataset and sensitive features(v1-
count 234807 .000000 vae]
mean 0.001727
std 0.041527 | |
5 hluld hl I E .
min 0.000000 0 173k -56.4 245  -72.7 221 | -483 938  -5.68 169 -114
25% 0.000000 ] -1.3598071336738 -8.0727811733098497 2.53634673796914 1.37815522427443 -8.33832
50% 0.000000
] 1.19185711131486 0.26615071205963 0.16648011335321 0.448154078460911 0.860017
75% 0.000000
1 -1.35835406159823 -1.34816307473609 1.77320934263119 ©.379779593034328 -8.50319
max 1.000000
1 -8.966271711572087 -8.185226008082898 1.79299333957872 -8.863291275036453 -8.01030
Name: Class, dtype: float64
2 -1.15823309349523 0.877736754848451 1.548717846511 .403033933955121 -8.40719
Jhﬁﬁ_ 2 -8.425965884412454 0.960523044882985 1.14110934232219 -8.168252079760302 0.420986
7] 284315
4 1.22965763450793 ©.141003507049326 ©.0453707735899449 1.20261273673594 0.191880
3 | 492
7 -8.644269442348146 1.41796354547385 1.8743803763556 -8.492199018495015 0.948934

Name: count, dtype: inté4

7 -08.89428608220282 0.286157196276544 -08.113192212729871 -8.271526130088684 2.669598


https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud?select=creditcard.csv
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pipeline

creditcard.csv

stagel:
graph formulation

G

—

fo on

stage3:
535 ego 1 neighbor
—_—)

o

ST RN AN NI NN EEEEEEENEEEEERAEERSEEEERE .,

HO on
O

PO e e LT T TN

stage2:

P

o

D

graph construction .

—_—

D 5h

¢S UEEEEEEIIEEEEENEEEEEEENEENNEREE NN RE RN,
0

Ego
features

- staged: B
| mm R
@ - 5tE anomaly scores
-
[T s Linear
[ mm)
5 m]
a0 »

__
Cosine >
Sim 4

-

/

| mm]
| mm)

(.}
VIR —
.:E]E-]m

\ 4
REEE

.
“asnnsunsnnfusnnunnnnnnnnnnnnnnnnn

Anonymized Neighbor
message passing features

Pre-processing module

-
-
=
o
=
-

-

5110.11
55:0.05
s3:0.14
54:0.73
s5:0.21
5610.10
57:0.09

o Anomaly

scores

YsssssssssssssssssssEEsnssEEsnuunnnnnnnnunn®

.
0
YessssssssssEEEEEEEEEEEEEEEEREEEEREEERREEERREEEnnS?

Ego-neighbor matching module
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Phase 1
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Representation|

{

Training
Plans

Phase 4
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0. Preprocessing

Sampling Standardization
-> benign node:fraud node=10:1 ->"Time’ , ’Amount’

# 10:177
def data_sampling(df):

# print(df)

fraud_data=df[df[ "Class’' |==1]

standardization(df):

5 ] Ta¢ df Z{RF7 DataFrame ' columns EEEE(L
normal_data=df[df['Class']==0].sample(n=1len(fraud_data)*10 Jrandom_state=42) - e .-
= — = columns _to normalize = Time', 'Amount

# print(fraud_data.shape) Ay s R e s g '

: # FJEE1E StandardScaler #9
# print(normal_data.shape) 1 1
selected_df=pd.concat([normal_data,fraud_data]) e StandaigSca eec)
selected_df.reset_index(drop=True,inplace=True) X N . .
return selected df df[columns_to_normalize] = scaler.fit_transform(df[columns_to_normalize])

return df
df=data_sampling(df)
print(df.index)

RangeIndex(start=0, stop=5412, step=1)




1.Graph Formulation

creditcard.csv
stagel: L~
D
graph formulation O O[_l.] N
— o @
e Q@ O

G=nx.Graph()
for i in tqdm(range(df.index),desc="Add nodes into G..."):

node_name=1
feature=(df.iloc[i]).to_dict()

G.add_node(node_name,**feature)

EMRDPE—EXZEMERL—EER,
X 5 EHIRGLE(E A ETRAR features



2.Graph Construction

creditcard.csv

stagel: o B stage2: .
graph formulation O OFH'] o graph construction
: 1 O @ Q@ : -2

e & 9

£ Fcosine similarity 2k & {F 1|16 1 i & 2548 G B4R 2, dliE% F —{Bthreshold, SR FIHERIR & M ETBA 2 FEH — 1R8ER

for

for i in tqdm(range(cos_sim.shape[@]),desc="Graph Construction..."):
for j in range(i+l,cos sim.shape[1]):

if cos_sim[i,j]>threshold:
G.add_edge(i,j)

factor |lin range(31):

# threshold

thresholdqcos_sim dict[ 'median']+factor®cos_sim dict|'std']
data_dic|[ 'threshold’].append(threshold)
G=graph_construction(cos_sim,df,threshold)

graph.append(G) E‘Jmedianil]J: nﬁﬁﬁi
# Zgraph

save_graph(str(threshold), G)

Threshold&cos_similarity

X,

Cosine Distance/Similarity

~
\

Item 2

Item 1

Cosine Distance

X3



3.Representation Learning

we construct ego features X(¢) by collecting the raw feature
vectors together directly, i.e., X(® = X. This approach
enables us to capture the intrinsic attributes and characteristics
of each node without considering the surrounding context.

Ego
features (l) W( )h(l) (1)
l l l
€y = LeakyReLU@" (' ||z)),  (2)
)
— of) = —T2C4) 9
— [T : ij N
: S kets) exp(el;)
(I 5
Anonymized Neighb .
message passing f:;%ne:r . Hl ( Z a z ) , (4)
B AR GEN i)

Pre-processing module u



4.Training Plans

RN =

stage4:training plans [ Y = " T sp0a1
o 5,:005 | &

fegtguoreg P - §3:0.14 %

S Cosine  _o ' 54:0.73 :

GAT P . Sim : sg:0.21 .

: 56:0.10 | =

— b $,:0.09 | i

k B % > Linear | ! Anomaly g
J [E | . scores a

o = :

= =] C .

Neighbor -

features :‘ :

class myGNN(nn.Module):

def _init__ (self, enc_num_heads, enc_input_dim, enc_hidden_dim, enc_num_layers, linear_output_dim):
super(myGNN, self). init_ ()
# GAT(input * output X/\—7F)

self.encoder_neighbor = Encoder_ GAT(enc_num_heads, enc_input_dim, enc_hidden_dim, enc_input_dim, enc_num_layers)

# Linear/=
self.proj_head_neighbor = nn.Linear(enc_input_dim, linear_output_dim)
self.proj_head _ego = nn.Linear(enc_input_dim, linear_output_dim)

self.init_emb()



4.Training Plans —_— -

neighbor CEPOS) =¢ = COS(hge), hg"))
negative

stage4:training plans ({nedes)  cos(h(®)| h()

(2

. (negnbr) (@ nn
negative ne€gnbr) __ € n

By Neighbor G = cos(h; ", h;™)
features features

.., c_neighbor_pos = model.discriminator(h_ego, h_neighbor)

. c_neighbor_neg = model.discriminator(h_ego, h_neighbor_neg)

c_ego_neg = model.discriminator(h_ego, h_ego_neg)

5:011 N
200 1| training loss L= (log(c**) + alog(1 —|&" "))+
S3: U. . —1
Cosine . S4:0.73 -
Sim s5:021 | i ylog(1 — égnegego )
S6:0.10 | =
:0.09 .
S - loss_sum = loss_pos + args|‘'alpha’] * loss_aug + args['gamma’'] * loss_nod
Anomaly  :
scores .
anomaly score S; = _C('pos)
5 1
@staticmethod

def discriminator(xl, x2):

return -1 * F.cosine_similarity(x1l, x2, dim=1).unsqueeze(®)
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Experiments
1.Threshold v.s Density (undirected graph)

0.5 -

density

Threshold v.s density

0.4

0.3

0.2 4

0.1

0.0 1

0.201, 0.196)

0.8

0.0

0.2

0.4
Threshold

R

Density = N(N—1)/2

k v.s density
0.5 4
0.4 4
0.3 A
2
v
3
0.2 - 7,0.196)
0.1
0.0 4
5 10 15 20 25 30
Threshold (median+ k*std)



Experiments
2.Threshold v.s Heterogeneous edge ratio (& & E /AT El label I ETEEHE )

NumO fHeterogeneousEdge

Heterogeneous edge ratio=
9 g NumOJAllEdge
Threshold v.s ratio_of _heterogeneous k v.s ratio_of_heterogeneous

0.14 1 0.14 1

0.12 1 0.12 -
g 3
2 0.10 2 0.10
[} (7]
g g
S 0.08 $ 0.08
©10.06 1 0.201, 0.059) én 0.06 Z-0.059)
© ©

0.04 0.04

0.02 - 0.02 1

0.0 0.2 0.4 0.6 0.8 0 5 10 15 20 25 30

Threshold Threshold (median+ k*std)



Experiments

3.Threshold v.s AUC
k=7,AUC=0.82
/ Threshold vs. AUC
"4
0.80 -
0.75 -
O
o |
I
0.70 -
0.65 -
0‘60 R T T T T T T T
0 5 10 15 20 25 30

Treshold (median + k*std.)

FHlfRE ERRER



AUC

ROC-AUC

auc: 0.868

Threshold vs. ROC-’(C

0.8

0.7 |

0.6 1

0.5 1

0.4 |

4

5 10 15 20 25 30
Treshold (median + k*std.)

AR AAEREEH

ROC-AUC

auc: 0.820

Threshold vs. ROC/AUC

0.8 4

0.7 4

0.6

0.5 1

0.4 1

0 5 10 15 20 25 30

Treshold (median + k*std.)

AR SRR A BEER A A




Comparison: PyOD 2 & #8175 %
PyOD(Python Outlier Detection)@ — AR EE#Rlfpython TE @, H#EAF LM FT Ep EE 18
ik, BEREAT LT 25E8PyODIR A/ AR B B PRI BY 1T LLER

e KNN(REMKEHBEIRE)

e LOF(Local Outlier Factor, (&t & —EHx AR BB MR ARRATEAEM T E EHZEABARE
FAENEZEENLERELGREEAEREREE)

o |Forest(fliIAMERZE EREMN iR, EEREAGEMIMILLR, ootk FIYEMELIER
BRARRED)

o ECODEMEEEFESMHMERBZAAX, ANREBERdistributionBiniIZE R EH, FLLALLEE
A E XA FEdistributio R BIAL B HE T E B 1R A)

e FeatureBagging(—#Eensemble learningfI £ E &8 A K)

o LUNAR(ENMGNNHIEE R T7E)



Comparison: PyODEE #8145 %

AUC(fraud &I F 1T E) AUC(fraudBE #9972 TR B E )

KNN 0.9613 0.8856

LOF 0.9611 0.8864
|IForest 0.9533 0.9258
ECOD 0.9395 0.9209
FeatureBagging 0.9628 0.8888

LUNAR 0.9601 0.776
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Future Work & Conclusion

1. LAE A GNNER# tE X 2 E M baseline:PREMAEHRE, N LT GAT, ERTREJNTFEEMRERERZ
FEEEERXEERA, 7 AUCHE L ZER|HA T PYODE E | package IR IR

2. BRI ZA X ErB A E, RARFEFAI UEERZREEA learming-basedd AR, 227 GNNRIFAR
EEMR R At HEEM A E RN 2T £ ME HEEE KRR E—DRLERHEEEAMIA (B

#% Partitioning Message Passing for Graph Fraud Detection)

3.EPYyODMILLE H, EE W tree HR MR RMNHEERRIFMIRIE, LT tree R ZFARFEBIRIRT
B REBKBNELE, REAFRERRREHA


https://openreview.net/forum?id=tEgrUrUuwA




